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Policy:
	
All Sumter Behavioral Health Services employees and persons associated with the Sumter Behavioral Health Services are responsible for protecting the privacy and security of patients and of all Protected Health Information (oral or recorded in any form) that is obtained, handled, learned, heard or viewed in the course of his/her work or association with the Sumter Behavioral Health Services. 

In all patient relations, the Sumter Behavioral Health Services will comply with Federal Confidentiality Regulations for Alcohol and Drug Treatment Programs as stipulated in 42 C.F.R., Part 2; HIPAA/HITECH regulations, and with all applicable state laws and regulations.

Use or disclosure of Protected Health Information is acceptable only in the discharge of one’s responsibilities and duties (including reporting duties imposed by legislation) and based on the need to know. Discussion regarding personal health information shall not take place in the presence of persons not entitled to such information or in public places (elevators, lobbies, cafeterias, off premises, etc.). 

[bookmark: _gjdgxs]The execution of a Confidentiality of Patient Information/Ethical Standards Form (Confidentiality Form) is required as a condition of employment/contract/association/appointment with Sumter Behavioral Health Services. All Sumter Behavioral Health Services employees and persons associated with Sumter Behavioral Health Services shall sign the Confidentiality Form at the commencement of their relationship with Sumter Behavioral Health Services.  Individuals, who are associated with Sumter Behavioral Health Services only by reason of being an employee or agent of any of the Facilities, shall sign the appropriate Confidentiality Form through the Facility.  The Confidentiality Form shall also be signed each time there is a substantial change in an individual’s position, as determined by the department, program or division responsible for the individual. Discretion should be used in requiring a re-signing of a Confidentiality Form for one or more individuals for reasons and at intervals as deemed appropriate by the department, program or division.

Unauthorized use or disclosure of confidential information shall result in a disciplinary response up to and including termination of employment/contract/association/appointment. A person who violates the requirements of the HIPAA Privacy Rule may be required to pay civil or criminal fines. A confirmed breach of confidentiality may be reported to the individual’s professional regulatory body. 

All individuals who become aware of a possible breach of the security or confidentiality of Protected Health Information shall follow the procedures outlined in Sections below. 

Procedure:
	
Sumter Behavioral Health Services requires that a Confidentiality Form be signed by:
· Employees of Sumter Behavioral Health Services.
· Sumter Behavioral Health Services students, research assistants or interns.
· Agents of the Sumter Behavioral Health Services.
· Employees of other agencies who regularly associate with Sumter Behavioral Health Services (Business Associates).
· Volunteers.
· Researchers who are not members of Sumter Behavioral Health Services Medical Staff or Sumter Behavioral Health Services employees.

Administration of these forms shall be the responsibility of Sumter Behavioral Health Services staff person(s) involved.  Original forms shall be retained within the departments as related to the person(s) signing the Confidentiality Form.  

If a Breach is Alleged

An allegation of a breach of confidentiality of Protected Health Information may be made to any staff member/volunteer/counselor of Sumter Behavioral Health Services. Any individual receiving an allegation of a breach of confidentiality or having knowledge or a reasonable belief that a breach of confidentiality of Protected Health Information may have occurred shall immediately complete and submit an Incident Report.

Sumter Behavioral Health Services Privacy Officer shall be informed in writing of all allegations that have been made and their outcome and shall maintain a record of this information.

Informing Patients

All patients are informed of their rights to confidentiality relating to their treatment at Sumter Behavioral Health Services.  A copy of patient rights is posted in each program, distributed to the patients at orientation, and documented in the record. 



